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!זה אפשרי–אדם מבלי להפר חוקי פרטיות כחלנהל 
Gabi Bar-Joseph, Privacy Services leader, Cyber Risk advisory Deloitte
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Privacy is something personal

Not every individual sees privacy in the same way…

Type 1: Privacy Fundamentalist
• Values privacy highly
• Rejects the idea that others ‘need’ their information
• Will likely refuse to give information when asked
• In favor of strong legislation to protect privacy rights

25%

Type 2: Privacy Pragmatist 
• Cares about privacy, but evaluates case-by-case
• Wants to make knowledgeable decisions about sharing 
• Wants a good ‘deal’ for sharing their information
• Favors legislation to prevent undesirable accesses

60%

Type 3: Privacy Nihilist
• Does not really understand all the fuss about privacy
• Believes that sharing information should be the norm, 
• to reap benefits as much as possible
• Regulation is not needed; the market will sort it out

15%
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HR challenges:

“Why do I want to work for you?”

“The complexities of engagement “

“The digital age”
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Before the GDPR
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Privacy in the past
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Employment based on 
algorithms 
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Teachers fired because of an algorithm-based decision 
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Vs.

GDPR: Where did it all begin?
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A glance at GDPR
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What is GDPR?

The General Data Protection Regulation (GDPR) is a regulation by which the 
European Commission intends to strengthen and unify data protection for 
individuals within the European Union (EU).
It also addresses export of personal data outside the EU.

GDPR contains a number of new protections for EU data subjects and threatens 
significant fines and penalties for non-compliant companies.

• Cookies• First & last name (combined)

• IP Address • Bank account details

• Date/place of birth• Medical records

• Passport number• Personal email 
addresses/emails

• Credit card details

A glance at GDPR

Fines of 
€20,000,000 or 
4% global 
annual turnover 
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Some Facts & Figures

4%
Potential fines 
out of global 

turnover

72
Hours given to 
report a data 

breach

7
Core 

individual 
rights 

reinforced 
under the 

GDPR

28,000
Estimated 

number of new 
Data Protection 
Officers required 
in Europe (IAPP 

study 2016)

80+
New 

requirements 
in the GDPR

190+
Countries 

potentially in 
scope of the 
regulation

250M
Cost of 4% 
fine for a 

typical FTSE 
100 company

How does GDPR affect us?
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General 

Data 

Protection 

Regulation 

Changes compared to the 1995 Directive (95/46/EC)

How does GDPR affect us?

Applies to players not established in the EU but whose activities 
consist of targeting data subjects in the EU

Broader territorial scope

Data Protection Authorities will be entitled to impose fines ranging 
between 2 to 4% of annual turnover

Enforcement

Explicit obligation to the controller as well as the processor to be able 
to demonstrate their compliance to the GDPR

Accountability

Personal data now explicitly includes location data, IP 
addresses, online and technology identifiers

Expanded definitions

Reinforced rights: Access, rectification, restriction, erasure, 
objection to processing; no automated processing and profiling

Data subjects rights

Spelled out more clearly and focus on individuals’ ability to 
distinguish a consent

Consent

Report a personal data breach to the Data Protection Authority within 
72h…

Data breach notification

Data Protection Authorities (DPA) of main establishment can 
act as lead DPA, supervising processing activities throughout the 
EU

One-stop shop

BCRs as tools for data transfers outside the EU and EEA are now 
embedded
in law

International data transfers

Broader territorial scope
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When GDPR 
meets HR



©2018 Brightman Almagor Zohar & Co. 

• When employees use employer tools for personal objectives

• Employment laws 

• Pre-employment screening

• Surveillance: cameras, internet and e-mails

• Automated processing 

• Territorial scope 

• The rights of employees and former-employees (“data subjects”)

Where do GDPR and HR meet?
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Deloitte’s point 
of view on 
Privacy & the 
GDPR
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Deloitte’s vision on privacy 

Personal data needs to be 
processed efficiently and 
protected adequately. 
Furthermore, smart systems 
support organizations in keeping 
track of personal data, and 
managing privacy risk.

Organizations must 
understand the multitude of 
applicable laws, regulations 
and standards for privacy and 
data protection, as well as 
achieve compliance with 
those rules. 

Almost every organization has to deal with privacy and 
data protection. Roles and responsibilities need to be 
assigned, processes need to be aligned. We strive to 
provide a solution that allows for the most efficient 
integration of privacy within the organization.

Technical Legal

Business

A multidisciplinary effort
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Based on a comprehensive GDPR readiness 
roadmap a tailored transformation program 
helps organizations prepare in the optimal way 
for the GDPR

GDPR Transformation Program

Actions you need to take in preparation for the 
GDPR

19

Audit en 
compliance

Processing Inventory & Technology

Data 

Management

Data 

Transfers

Strategy

Policies & 

procedures

Audit
and Certification

Privacy by 
Design

Organization and 

Accountability

Communication, 

Training, Awareness

Privacy Impact 

Assessment

StrategyLayer 1
•A strong starting point determining high level direction and risk appetite, upon 
which the organization builds its privacy organization 

OrganizationLayer 2
•Enabling effective implementation of the privacy strategy requires a strong and 
multidisciplinary privacy organizational structure. This covers the structure of the 
privacy organization as well as the role and position of key players, such as the 
Data Protection officer. This layer also covers accountability; how to prove 
compliance?

Policy, process & dataLayer 3
•Partnering with the business to ensure data is protected, governed, managed and 
utilized effectively, while in line with the organization’s strategy. Also covers 
technological challenges such as data access requests, data retention, right to be 
forgotten, breach notification and international and 3rd party data transfers.

Culture & awarenessLayer 4 
•Creating a high level of organizational awareness on privacy ensures that the 
organization’s employees know and follow the rules.

Privacy operations Layer 5
•Embedding privacy into the organizations project methodology. This is done by 
efficient and practical guidance during conception of a new or changed product or 
service (Privacy by Design) as well as assessing new and existing systems 
following the established PIA method. Also covers audit guidance and research 
into privacy seal certification (new option in the GDPR).

Processing Inventory & TechnologyLayer 6
•A processing inventory is a fundamental element of any privacy program, and will 
be a mandatory requirement following the GDPR;
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With privacy maturity organizations can become customer centric. This 
is where most value can be obtained

Privacy Maturity Model

1.
None

2.
Compliance 

only

3.
Risk aware

4.
Governance 

and 
Accountability

5.
Customer-
centricity

(Citizen-
centricity  

Patient-centric
etc.)

Transparency

C
u
s
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e
r 
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iz
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n
) 
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u
s
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The more mature an organization becomes based on the solutions it chooses, the 
more flexible it can be to achieve its ultimate goals in a world where privacy is 
becoming increasingly important
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• Create Privacy jargon in all processes:

• Employment

• Third party suppliers

• Review Contracts and HR policies

• Ensure consent is sorted and filed with proof

• Create clear retention and deletion policies 

• Use applications (HR systems on premise / on the cloud)

• Verify Security and documentation

• Privacy awareness and training

• International data transfer

Steps HR should take for GDPR readiness 
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אלון בכר 

ראש הרשות להגנת הפרטיות

משרד המשפטים  

"מלכת הזכויות"היא פרטיות "

כי ללא הגנה על עליה

ברת מימוששום זכות לא תישאר

בוונחיה בעולם שלא נרצה לחיות 

…

"חופשייםבלי פרטיות לא נהיה כי 
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Thank You
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Manager | Privacy services 
leader, Deloitte

Gabi Bar Joseph

Mobile: +972-52-397-8577
gbarjoseph@deloitte.co.il

M.A. in Law for non-lawyers , MBA , 

B.Sc. – Physics and Computer science

Subjects
• Privacy & Data protection (GDPR)

• Multidisciplinary approach

• Privacy Strategy

• Indecent response processes 

• Risk based approach of 

privacy by design.

• UX design for privacy

• Security , SDLC, GRC

Contact details

About Gabi Deloitte Privacy Practice

• 189 Privacy professionals

• Strong collaboration with 

security colleagues

mailto:gbarjoseph@deloitte.co.il
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